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Abstract

This research presents a forensics application of match-
ing two latent fingerprints. In crime scene settings, it is
often required to match multiple latent fingerprints. Uelik
matching latent with inked or live fingerprints, this resetar
problem is very challenging and requires proper analysis
and attention. The contribution of this paper is three fold:
(i) a comparative analysis of existing algorithms is pre-
sented for this applicatior{j:) fusion and context switching
frameworks are presented to improve the identification per-
formance, andiii) a multi-latent fingerprint database is
prepared. The experiments highlight the need for improved
feature extraction and processing methods and exhibitlarg 1 1. Literature Review
scope of improvement in this important research problem.

Figure 1: Sample latent fingerprintimages.

Latent fingerprint identification initially started with an
expert manually marking and matching the fingerprint im-
1. Introduction pressions. Moseslf] suggested that latent impressions
can be matched using Automatic Fingerprint Identification
Fingerprints can be classified, based on the type of cap-gystem (AFIS). Jairet al. [10] proposed an algorithm to
ture as:(i) rolled fingerprint (nail-to-nail)(ii) slap finger-  match latent fingerprintimages with full fingerprintimages
printand(iii) latent fingerprint, 17. Bothrolledand slap  The fingerprints were manually segmented and minutiae
fingerprints can be captured by live-scan fingerprint scan-an ridge flow were labeled. Matching was performed us-
ners (optical, capacitive scanners etc.) or offline fingatpr ing the ridge flow and minutiae ground truth provided by
capture techniques (inked fingerprints). Over the years, eX the experts. On using the ground truth minutiae for full
tensive research has been done in matching rolled and Slalﬁngerprints, they reportedl3% retrieval at rank25. Jain
fingerprints with each other. On the other hand, latent fin- gt 5 [9] designed another algorithm for matching latent
gerprint recognition is a major research challenge, spgcia  fingerprints with rolled fingerprints. The orientation field
in forensic applications. As shown in Figuiglatent fin- 41 fingerprint quality were considered to improve the per-
gerprint isgspecial Wpe of fingerprint that is Iift_ed fronet  formance accuracy. They reported a raftkaccuracy of
surface using chemical processes][ They are important 93 494 in retrieving258 latent fingerprints from a database
evidence and useful for identifying criminals. However, it 92953 rolled fingerprints. Fengt al. [6], proposed a multi
is difficult to process them due to following challenges or stage filtering technique on large scale fingerprint dagbas

covariates: to reduce the search space and hence the computation time.
e poor quality of latent impression in terms of non- They used ridge pattern, singular points, and orientation
availability of friction ridge information field for pruning the search space. On matctiag latent
_ _ _ fingerprints with a database @6, 258 rolled fingerprints,
e partial presence of the fingerprint they reported a three fold increase in matching speed and

also the rank-1 accuracy increased frétm9% to 73.3%.

In 2010, Yoonet al. [19], proposed the latent fingerprint en-
hancement algorithm. On the manually selected region of
e non linear distortion in fingerprint ridge patterns. interest (ROI) and core point, the proposed algorithm fits

e presence of background noise due to the chemical pro-
cess that is used for lifting the fingerprint and



Figure 2: Example illustrating the case when latent finger-

prints of same individual are lifted from two different sur- o @

faces. e

the orientation model to a coarse orientation field obtained

by commercial SDK. The enhancement algorithm clearly N va"”‘e’“s R I resurt
improved the matching accuracy of the latent fingerprint using SVM

matching system. Jain and Feng psed minutiae, sin-

gularity, ridge quality map, ridge flow map, ridge wave-

length map, and skeleton for matching latent fingerprint; — —— + .+ |

with rolled gallery fingerprintimages. Recently, Zhetaal. (b)
in [20], used leveB features from.000ppi image in match-

ing latent fingerprints. Another paradigm in latent finger-
print matching that is being researched upon is the problem
of simultaneous latent fingerprint impressios][ The si-
multaneity in latent fingerprints poses interesting questi

about the robustness of the existing algorithms. 2. Latent to Latent Fingerprint Matching

1.2. Research Contribution Since matching latent to latent fingerprints is not a well

Existing literature on latent fingerprint primarily focsse ~ Studied problem, it is imperative to begin with analyzing th
on matching latent fingerprint with rolled and slap finger- Performance of existing approaches.
print images. This research explores an interesting appli-
cation when both gallery and probe are latent fingerprints.
Figure2 shows two latent impressions of the same individ-  Three different fingerprint feature extractors and match-
ual; such impressions can be obtained from two differenters are used in this paper. The first classifier is the
crime scenes or different surfaces at the same crime scenen|ST Biometric Image Software (NBIS)?[, where the
The forensic scientists would like to match the two latent MINDTCT minutiae extractor and BOZORTH matcher are
impressions for recognition. Therefore, matching latentfi  ysed. The second classifier is VeriFinger, a minutiae based
gerprint with a set of other latent fingerprints is a unique commercial proprietary system developed by Neurotech-
problem and less explored in the literature. The key contri- nology [3]. The third classifier is a ridge flow based Finger-
butions of this paper are summarized below: Code algorithm {1]2. These fingerprint classifiers are used
because of their robustness and low cost/free availability

Figure 3: Two frameworks for latent to latent fingerprint
matching (a) fusion and (b) context switching.

2.1. Matching using Individual Classifiers

e The paper studies the performance of existing minutiae
based and ridge flow based algorithms on matching la-2 2 EFysion Rules

tent to latent fingerprints.
Fusion is performed at match score and decision level as

e As shown in Figure3, different fusion schemes and shown in Figure3. At decision level, OR fusion rulelf]
Support Vector Machine (SVM) based context switch- is performed by combining the classification decisions of
ing approaches are proposed to combine responses 0| three algorithms. The match score level fusion is ac-
different algorithms complished using the product of likelihood ratio (PLR) fu-

sion [L4]. For each classifier, match scores are modeled as

a multivariate Gaussian distribution. The parametersef th

distribution are obtained from the training set. The paster

e A new latent fingerprint databasd]IT-D Latent
databasé, is prepared.

1Available for download at http://research.iiitd.edugirdups/iab/resources.htmfThe MATLAB code of this algorithm is provided by Luigi RosaT.



probabilities of a probe being genuine and impostor are cal- ~ Table 1: Number of latent images in each database.
culated and product of likelihood ratio is computed to make

the decision. | Database | Gallery | Training | Testing |
o IIT-D Latent database 395 131 520
2.3. Context Switching Multi-Latent database| 40 26 100

Inspired from [Lg], SVM-based T[] context switching
framework is used to dynamically select one of the three
fingerprint classifiers. Since the experiment is performed Table 2: Rank-10 identification accuracy on the IlIT-D La-
in identification mode, the SVM is parameterized by the tent database.
probe information only. Two parameters are chosen for con-

text switching: (a) NFIQ scores and (b) number of minu- | Algorithm Accuracy(%)
tiae. Since NFIQ is one of the state-of-art fingerprint qyali NBIS 58.9
metrics publicly available and there is a lack of other such | VeriFinger 74.0
(publicly available) quality metrics, the first context sofi- FingerCode 35.4
ing approach is based on NFIQ scores. The training data Decision Fusion 7.7
are first labeled to represent that for a given NFIQ score,| PLR Fusion 55.8
which classifier can be used. SVM is then trained using| Context Switching (Quality) 404
these NFIQ scores to select the best classifier for match{ Context Switching (Number of minutiad) 58.7

ing. In other words, for a given probe image with a specific
NFIQ score, SVM selects the algorithm that can yield the
best accuracy. The second approach uses minutiae count iR, pje 3- Rank-10 identification accuracy on the Multi-
place of NFIQ for context switching. In this approach, the | siant database.

best algorithm is selected based on the number of minutia

points. Though one of the parameters in NFIQ is based on

INS. 1oL A _ ) < O Algorithm | Accuracy(%)]
minutiae, it is observed that in latent fingerprint matching
L o NBIS 29.7
minutiae count based context switching performs better (re —
sults are presented in Section 4). VgrlFmger 41.9
FingerCode 38.0
3. Database Decision Fusion 70.9
PLR Fusion 42.1
In this research, two databases have been used. The firstContext Switching (Quality) 2073
database is a publicly available Multi-Latent databade [ Context Switching (Number of minutiad) 482

It contains latent fingerprint and exemplars of four sulgect
with all ten fingers making it0 classes. The latent impres-
sions arel000ppi images while botls00ppi and1000ppi
resolution exemplars are available, thus allowing anslysi 4. Experimental Results
of consistency of features between images. The quality of
latent fingerprints covers a broader spectrum compared to  The experiments are performed individually on both the
NIST 27SD [4]. databases and the number of latent images in each database
The second database is the IlIT-D Latent fingerprint is provided in Tablel. The Multi-Latent database con-
database prepared by the authors. It consists of latentfinge tains a total ofl66 latent fingerprints while the 1lIT-D La-
prints pertaining ta 5 subjects with all 10 fingerprint, thus  tent database containg46 latent fingerprints. The Multi-
the database has$0 classes (assuming each fingerprint is Latent database has multiple instances of varying quality
unique and independent). The latent fingerprints are cap-latent prints for each class. One good quality latent finger-
tured under semi controlled environment the black powder print (manually selected) from each of thclasses is cho-
dusting process. Further, the database is prepared in-multisen as the gallery, 26 images are used for training, and the
ple sessions with variations in background (tile and cecami remaining 100 images are used as the probe. For the IlIT-
plate) and captures the effect of dryness, wetness, and moisD Latent database, 395 images are randomly chosen as the
ture. This provides ample variation in the quality, noisd an gallery, 131 images are used for training, and the remaining
information content of latent fingerprints. The images of are used as probe. For any class, if there is only one image,
lifted latent fingerprints are captured usingCanon EOS  thenitis included in the gallery.
500Dcamera at a resolution @752 x 3168 (15 Mega pix- Both PLR match score fusion and SVM context switch-
els resolution). In total, there an@46 latent fingerprints  ing require training. From both the datasets, total of 157
corresponding to 150 classes. images are used for training. Note that the training data



Table 4: Correlation among match scores of classifier pairs ‘ DL e

in the IIIT-D Latent database. e
| | NBIS | VeriFinger | FingerCode| ~=-ren
NBIS 1 -5.10E-04| -0.0880
VeriFinger | -5.10E-04 1 0.0021
FingerCode| -0.0880 0.0021 1 |

Table 5: Correlation among match scores of classifier pairs
in the Multi-Latent database.

| | NBIS | VeriFinger | FingerCode]

NBIS 1 0.9715 | -0.1325 T
VeriFinger | 0.9715 1 0.1130 o ettt
FingerCode| -0.1325| 0.1130 1 @)

provided to the algorithm is very small and the quality of o

training images is also not ensured. The experiments are
performed in identification mode with 10 times repeated
random sub-sampling cross validation. Further, no pre-
processing has been performed on the latent fingerprints ¢
Tables2 and 3 show the rank-10 identification accuracy
and Figure4 shows the Cumulative Match Characteristic
(CMC) curves on the IlIT-D Latent database and Multi-
Latent database, respectively.

4 .1. Performance of Individual Classifiers

For both the databases, VeriFinger provides the maxi- ‘ : : ‘ ; ‘ 1 : ; o
mum accuracy. Though VeriFinger provides facilities to set
constraints on the image quality, minimum number of minu-
tiae etc., all these constraints are not used to make it com-
parable to the other two classifiers. The correlation amongFigure 4. CMC curves for the (a) IlIT-D Latent database
match scores of different pairs of classifiers is also calcu-and (b) Multi-Latent database.
lated (Tablest and5). For the IlIT-D Latent database, it is
observed that the correlation between classifiers is very lo
On the other hand, for the Multi-Latent database, the corre-can be extracted with confidence, the minutiae-based clas-
lation between NBIS and VeriFinger is very high, whereas sifier works better. Also, from match score correlation, it
the correlation of NBIS and VeriFinger with FingerCode can be observed that obtaining minutiae features and ridge
is low. One possible explanation for this could be: when flow information are independent of each other.
there is large variation in the quality and content of the im-
age, both the minutiae-based algorithms capture simitar in
formation whereas the ridge-based algorithm captures dif- Individual classifier decisions are combined using the
ferent information. The presence of this complementary OR decision fusion rule. Tablésand3 show that the OR
information inspired us to perform context switching, ex- rule yields the highest maximum accuracy@f.67% on
plained later in this section. Figut€a) shows two images the IlIT-D Latent data set an@d0.9% on the Multi-Latent
for which the minutiae based algorithm performed correctly data set. Even though OR rule provides maximum perfor-
while the ridge flow based algorithm failed and Fig&(b) mance for this experiment, the computational complexity of
shows two sample images for which the ridge flow based al-the complete process is higher.
gorithm performed correctly while the minutiae based algo- At match score level, PLR fusion combines the score ob-
rithm failed. It is observed that, if more number of minutiae tained from individual fingerprint classifiers. Surpriding

4.2. Performance of Fusion Algorithms



(b) For Ridge flow

Figure 5: Sample latent fingerprint images. For fingerprint
images in(a) minutiae-based classifier yields correct result
and ridge flow classifier fails. For fingerprint imageg
ridge flow classifier yields correct result and minutiaeduhs
classifier fails.

Figure 6: Sample latent fingerprint images for which SVM

more likely to correctly classify the given image. SVM
performs this context switching and it is trained using the
training set of latent fingerprints. The parameters chosen f
context switching are (i) fingerprint quality score prowde
by NFIQ and (ii) number of minutiae provided by NBIS.
The experiments are performed individually with both the
parameters.

With quality score, SVM is formulated as a four class
problem i.e., one of the three classifiers can classify it and
none of the classifiers can classify it. The fourth class is
comparable to recall percentage of a system and is useful
when the test image is not a fingerprint or is of very poor
quality. The accuracy of context switching for the IlIT-D
Latent database i).39% and for the Multi-Latent database
is 29.3%.

With number of minutia points as the parameter, SVM
is formulated as a three class problem with the classes be-
ing a minutiae based algorithm, a ridge based algorithm and
neither of the two. MINDTCT algorithm of NBIS provides
the minutiae of each image along with a confidence value
of each minutiae. A threshold 60% is applied on the con-
fidence of minutiae (to remove spurious minutiae) and the
minutiae greater than this threshold are selected. The hy-
pothesis is, when more number of minutiae are detected in
an image, a minutiae based algorithm is chosen for clas-
sification otherwise a ridge correlation based algorithm is
selected. The decision boundary is learnt using SVM which
provides rank-10 identification accuracy®.7% on Il T-

D Latent database ani#.2% on the Multi-Latent database.

Manual inspection of images is performed to analyze the
subset of latent fingerprint images for which SVM based

based context switching procedure fails whereas Decisioncontext switching framework does not work. Figuse

level OR fusion gives correct results.

for this particular experiment, the accuracy of PLR fusion
drops down t055.83% for the 1lIT-D Latent database and
44.1% for the Multi-Latent data set. Two possible explana-
tions for the reduction in accuracy can be,

e Modeling the distributions as multivariate Gaussian

shows sample images for which the SVM based context
switching framework fails whereas the decision level OR-
fusion provides correct result (i.e., one of the classifians
correctly classify the fingerprint). Observation on images
and results show that the image quality and features do have
an impact on the selection of classifiers. However, the cor-
rect parameters or the correct combination of parameters is
required to properly perform context switching among the
classifiers.

does not correctly generalize the data and a better

model should be obtained.

e For some cases, it is observed that the results provided

by the three classifiers are contradictory and therefore
the fusion of match scores yields incorrect results.

4.3. Context switching based on SVM

To avail the complementary information available from
the match scores of different classifiers, a context swighi
framework is utilized to choose between one of the three
algorithms. In other words, for a given probe image, the
framework should select which of the three classifiers is

5. Conclusion and Future Work

This research presents an analytical understanding of la-
tent to latent fingerprint matching. We evaluated the per-
formance of existing feature extraction and matching ap-
proaches along with decision fusion using OR rule, PLR
match score fusion, and SVM-based context switching al-
gorithms. We also present a latent fingerprint database that
is made accessible to the community for further research.
Following conclusions are drawn from this research:

e latent to latent fingerprint is an important research
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